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Turning biometrics intoacommodity
raises privacy and governance risks
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Paying people for their biometrics raises
complex ethical and legal questions about
consent, privacy and the long-term risks of
handing overirrevocable personal data.
This Comment examines why such models
require caution and what safeguards could
better protect the public.

Recent years have seen the emergence of large-scale biometric data
collectionmodels thatoffer financial incentives to participants. These
initiatives aim to build extensive databases for identity verification,
artificial intelligence training or digital authentication. However,
recent court and regulatory decisions suggest a growing concern
about whether such practices adequately protect privacy and other
fundamental rights.

In Chile, the Supreme Court issued in 2025 the first judicial
decision of its kind, ordering the deletion of a minor’s iris data after
finding that consent had beeninadequate and privacy rights had been
infringed' (we, the authors of this Comment, were involved in this case
either as authors of amicus curiae briefs or as members of the legal
team representing the claimant). The defendant company rejected
this line of criticism, maintaining that its technology incorporates
privacy-preserving features that ensure anonymity and compliance
with applicable data protection law, and that the personal data used
to generate a profile are retained and stored on the individual’s own
device rather than by the application or by third parties. In the Chilean
case, these arguments were rejected by the Supreme Court, whose
judgmentis final and not subject to appeal.

In Europe, data protection authorities have taken precautionary
or corrective measures in response to large-scale biometric data col-
lection practices.In 2024, the Spanish Data Protection Agency (AEPD)
ordered the suspension of certain biometric data collecting and pro-
cessingactivities — as well as the blocking of existing data - following
complaints related to transparency, consent and the protection of
minors’, The involved company sought ajudicial stay of the measure,
butthe Spanish courts rejected the request and upheld the lawfulness
of the authority’s decision. The precautionary courtorder became final,
accompanied by a legally binding commitment from the company
not to resume its operations in Spain until a definitive decision is
issued by the Bavarian data protection authority. That same year,
the Bavarian State Office for Data Protection Supervision (BayLDA)
required corrective measures to ensure compliance with the Euro-
pean Union’s General Data Protection Regulation (GDPR), including
stronger consent procedures and the deletion of data collected without
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avalid legal basis'. The company announced itsintention to appeal the
decision before the German courts.

These developments point to broader issues that extend beyond
any single case, When biometric data ~ which are unique and effec-
tivelyirreversible — are collected at scale and exchanged for financial
compensation, new risks may arise for privacy, meaningful consent
and long-term governance, This Commentexaminesthe key concerns
associated with pay-for-biometrics models and outlines policy ques-
tions that regulators and policymakers may need to address.

Four main concerns with biometric dataas acommodity
Thegrowinguse of financialincentives to collect biometric data raises
several concerns that go beyond individual cases. These concerns
stem from the distinctive nature of biometric information, the condi-
tions under which consent is obtained and the scale at which these
systems operate.

First, biometric dataare fundamentally different from most other
forms of personal information. They are unique and effectively irrever-
sible, and they can potentially be used for unambiguously identifying a
personindifferent environments beyond their control’. In particular,
ocular iris data collection poses risks such as: (1) the eventual collec-
tion of additional biometric data without notifying the user; (2) the
possibility of reversing the encrypted numerical data and obtaining
the original biometric data’; and (3) the collection of data related
to the user’s race or gender and personality®, among other sensitive
information, without informing the user.
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Second, the presence of financial incentives raises questions about
whether consent can truly be considered free and informed. When
individuals are offered paymentin exchange for highly sensitive data,
economic need or informational asymmetries may influence their
decision. These concerns may be particularly important for vulnerable
populations, including minors or individuals with limited understand-
ing ofthe long-termimplications of biometric data sharing. Moreover,
the processing of personal dataought to serve alegitimate and clearly
defined purpose. Compensation alone may not always constitute suffi-
clentjustification for the processing of highly sensitive and irreversible
biometric data. Given the unique and permanent role that biometric
data have inidentifying individuals, their treatment as objects of com-
mercial exchange raises complex legal and ethical questions. Consent
to process such data ought to be grounded in a legitimate processing
purpose under applicable data protection frameworks.

Third, itis important that those who rely on consent to process
personal data be able to demonstrate that consent was freely given
and that the decision would not have been differentin the absence of
financial incentives. The presence of monetary compensation may
influence individuals’ willingness to provide particularly sensitive data,
Thisraises the need for clear regulatory criteria to assess the validity of
consentinsituations thatinvolve vulnerable or marginalized popula-
tions, substantial information asymmetries, or potentially deceptive
or opaque data collection practices. Italso highlights the importance
of specific protection measures for children and adolescents.

Finally, because biometric data are highly sensitive and effectively
irreversible, their collection requires careful safeguards. In practice,
this means that data collection should be carried out for a legitimate
purpose, using personalized procedures, and with highly trained
personnel who are capable of explaining the associated risks at a
level appropriate to each user’s understanding. By contrast, large-
scale collection efforts that involve millions of individuals across
multiple countries (particularly in public spaces) may lack the condi-
tions necessary to ensure adequate privacy protection. Under inter-
nationally recognized data-protection standards, the processing of
sensitive data is expected to follow core principles, including lawful-
ness, fairness, and transparency; purpose limitation; data minimi-
zation; accuracy; storage limitation; integrity and confidentiality;
and accountability.

Key questions
The emergence of large-scale pay-for-biometrics models raises several
questions that regulators and policymakers may need to address .

(1) How should the large-scale collection of unique and irreversible
biometric data be assessed? The collection of biometric data
frommillionsofindividualsworldwide, ofteninpublicspacesand
through privately controlled devices, may amount to the global-
scale mechanization of the capture of unique personal data that
individuals cannot change or recover.

(2) Should the commercialization of highly sensitive biometric data
be restricted or prevented? The exchange of financial compen-
sation for biometric data raises concerns about the use of such
data to train private artificial intelligence systems for purposes
that may be opaque or insufficiently defined.

(3) How should regulators address the concentration of irrevocable
biometricdatawithincomplexcorporatestructures? Thestorage
and processing of such data within global networks controlled
by one or a few operators may challenge existing frameworks of

oversightand accountability and may affect the public-law under-
standing of personal identity”.

(4) How should national and international supervisory authorities
evaluate the development of private global identification sys-
tems based on biometric data? Large-scale biometric collection
initiatives may enable the creation of private systems of person-
al recognition that function as alternatives to public identifica-
tion infrastructures.

Special considerations for childrenand adolescents
Particular attention may be required in relation to children and ado-
lescents, Although the psychological and social consequences of risks
suchas identity theft have been studied in other vulnerable groups’,
the collection of biometric data from minors raises additional concerns
due to their dependence, limited capacity to assess long-term risks,
reduced ability to exercise meaningful choice, the free development
of their personality, and the irrevocable and irrecoverable nature of
biometric datain the future.

According to the Article 29 Data Protection Working Party, the
predecessor of the current European Data Protection Board (EDPB):
“[t]he use of biometrics could impact significantly on the dignity,
privacy and the right to data protection of vulnerable people such as
young children ... Given the potentially harmful consequences for the
persons concerned, more stringent requirements will have to be met
in the impact assessment process of any measure interfering with an
individual’s dignity”".

These considerations highlight the importance of careful over-
sightwhen large-scale biometric data collection initiatives include or
may affectchildren and adolescents.
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